IMAMSITKA
1o NpopuIaKTUKE MOIIEHHUYECKUX JeUCTBUI

Cetb HTEpHET, SBIASACH KPYIHEUIIIUM CPEACTBOM 0OMeHa uH(opMaluen, B
TO K€ BpeMs TMOPOXKAAET CTPEMUTENbHBIA POCT NPECTYIUICHUH, CBS3aHHBIX C
UCII0JIb30BAaHUEM MH(OPMAIMOHHBIX TEXHOIOTHH.

Ilpuznaku mouienHuuecmea co CmopoHsl NOKYRamesisi nPU NPooaAxHcax 6
Humepneme:

1. IToxynaTenb He 0COOO MHTEPECYETCS TOBAPOM, OBICTPO AEMOHCTPUPYET
CBOE JKEJIaHUE CJENIaTh MOKYIKY U TIEPEXOAUT K pa3roBOPY O CIOCOOE OIIaTHI.

2. Tlokymarenb ONpOCUT Bac Ha3BaTh MOJIHBIE PEKBU3UTHI KApThI, BKIIOYAs
bamunuto-uMs atuaune, cpok naerictBus W CVC-kxox. [lpm momomm 3THx
JTAHHBIX OH CaM JIETKO CMOJKET pacIulaTUThCs Baliei kaptoi B UHTepHeTe.

3. TlokynaTenb MPOCHUT Bac COOOIIUTH €My pa3IUYHbIC KOJbI, KOTOPHIC
OpuaAyT K BaM Ha MOOWJBHBIM TenedoH, SKOObI HEOOXOAUMBIE €My st
COBEpUICHUS IIATEkKA.

Ilpuznaku mowennuyecmea co CHOPOHBL NPOOAGUA NPU NOKYNKAX 6
Humepueme:

1. OtcytcTByeT aapec U TenedoH, Bce OOIIEHUE MPEIaracTcsl BECTH Yepes
AIIEKTPOHHYIO MOYTY WM MPOrpaMMbl 0OMEHa MTHOBEHHBIMU COOOIICHUSIMH.

2. OTCYTCTBYET peajbHOE UMS IIPOJABLA, YEIIOBEK MPAUETCS 32 KHUKOM).

3. IlpomaBen 3aperucTpupoBaH Ha CEPBUCE HENABHO, OOBABICHHE O
NPOJaXe — €IMHCTBEHHOE €ro COOOIIEHHE.

4. OObsiBieHUE OMYOJIUKOBAaHO C OIIMOKaMM, COCTaBJICHO HEOpekHo, 0e3
3HAKOB MPEMUHAHMS, 3aTJIaBHBIMU OyKBaMH U T. .

5. OrcyrerByer (poTO TOBapa, MMOO e MPHIOKEH CHUMOK u3 MHTepHeTa
(3TO MOXKHO OTIPEJIEINTh, UCTIOIb3YSI CEPBUCHI MOMCKA TyOJIUKATOB KAPTHUHOK).

6. CrnumikoM HU3Kas IIeHAa TOBapa B CPAaBHEHHHM C aHAJOTaMU y JIPYTUX
MPOJIABIIOB.

7. Tlponaser TpeOyeT MOJHYIO WM YAaCTUYHYIO MpeJoriaty (HampuMmep, B
KauecTBE TapaHTHH, YTO BBl TMOWJETE TMOJydaTh TOBAp HA TOYTE C OIUIATOMN
HaJIO)KCHHBIM TIJIATEKOM).

9. llpomaBen mnprHMMAaEeT OIUIATy TOJBKO HA AHOHUMHBIE PEKBHU3UTHIL:
AJNIEKTPOHHBIE KOIIEIbKH, TMOMOJHEHUE MOOWJIBHOrO TeleoHa WM Ha HUMS
JIPyroro yejgoBeka (pOACTBEHHUKA, Ipyra U T. 1.).

Kak ne cmamo Heepmeamu meﬂed)OHHblx Mmouiennuuecme.

— IIpu TenehoHHOM 3BOHKE OT UMEHH SKOOBI POJCTBEHHUKOB M COOOIICHUHN
O TPYIHON CUTYyallMH CIIEAYET MO3BOHUTHCS JI0 POJHBIX U ONM3KHX, O KOTOPBIX
UJET pPEdYb, BBIICHUTH MOAPOOHOCTU CIIyYHMBIIETOCS, a HE TIEPEBOJIUTH M HE
OT/aBaTh JEHbI'M HE3HAKOMBIM JIFOISIM;



— Ilepe3BoHuUTH (a JIydile BCero MoJOHMTH) B Jr000€ oTnelieHue OaHKa, OT
UMEHH KOTOPOTO TMPHUILIO Coo0meHne o mpobiemMax OOCIy)XKMBaHHS IO
pacdyeTHOMY cYeTy/KapTe, U PEIINTh BCE BO3HHUKIINE BOMPOCHL. MOXXHO TaKxke
MO3BOHUTHh CBOUM OJM3KHM, KOTOPBIE XOPOIIO pPa30oMparoTCs B COBPEMEHHBIX
TEXHOJOTHSIX, paccka3aTh O TIOCTYNHBIIEM COOOINEHUU M CIPOCUTH COBETA.
CrnenyeT 3amOMHUTH: HU OJMH OaHK He OyAeT MpOCUTh BiajAeiblla KapThl
COBEpIIATh KaKue-IMO0 ACUCTBHS MO TenedOHy WA COOOIIATh PEKBU3UTHI KapThI;

— He coobmiaTe HE3HAKOMBIM JIIOASAM (KakK MPH JMYHOM KOHTAKTe, TaK U 1O
TeneoHy WJIM WHTEpPHET-TIEPEeNHCKe) JaHHble O cebe, CBOMX OJM3KUX,
POJICTBEHHHKAX, OAHKOBCKUX KapTax, TO €CThb JIO0YI0 KOH(PHUICHUIUATHHYIO
(TmuHyI0) MHGOPMAIHIO;

— He ocymecTBiATh MpemoruiaTy 3a TOBap WM OOCHIaHHYIO BBIIJIATY
(yciyry), IpOU3BOIUTH OIUIATY TOJIBKO MPHU UX (DAKTHUECKOM TIOTYUCHHH.

Kak ne cmamo afcepmeoﬁ unmepmnem - MOuleHHuvecmea:

— Crnenyer BHUMATEIbHO M3YYUTh MH(OPMALIMIO HHTEPHET-CAlTa, OT3bIBHI,
CPaBHUTH LIEHBI 32 UHTEpecyrolui ToBap. OTCyTcTBUE MHPOPMALUH, 3allyTaHHAas
CHCTEMa TMOJIy4YeHHUs TOBapa 3a4acTylo SBISIOTCA MPU3HAKAMU MOIIIEHHUYECTBA;

— IlomyuynTh MakcUMyM CBE€IEHMM O NPOJABIE WIM MarasuHe: ajapeca,
TeneOHbI, UCTOPUIO B COLMATBHBIX CETSX, HAIWYHE CIY>KOBI TOCTaBKH U T. II.
JleiicTBytomue JeTalbHO WHTEPHET-MarasMHbl WM PO3HUYHBIC MPOIABIIBI
pa3MenaloT MOJIHYI0 MHQPOpMAIUMI0O U padOTalOT MO MPHUHIMUIY «OIjlaTa TOBapa
MOCIIe IOCTaBKN»;

— Henp3s coobmark (mocwliarh MO 3JIEKTPOHHOW MOYTe) MUH(MOPMALHIO O
CBOMX IUTACTHUKOBBIX KapTaxX. IIpecTymHMKM MOTYT BOCHOJb30BaThCS HX
PEKBU3UTAMHU U TIPOU3BECTH, HATIPUMED, PA3IUYHBIE TOKYTIKH.

Buabl MOIIIEHHUYECTB B CETAX COTOBOW M NMPOBOJIHOM CBA3M U B CETH
HNurTepHer

1. MommeHHU4YeCTBA, coBepHIaeMble ¢ MCHOJb30BAHNEM MOOWJILHOU M
NPOBOJIHON CBA3H:

a) Comoevlit u npoeooHoll menepon ucnobyemca Kak cpeocmeo
nepeoauu 2071006801 uHpopmayuu, TOABUABI, TUIBI: «Balll CHIH IONal B
aBapuvio...», «Mama/mamna y MeHS TpoOJIeMBL...», «3TO U3 OaHKa/COLBAlIUTHI U
p...».

0) Comoevtii menegon ucnonvyemcsa oasa nepeoauu CMC c noxcnoi
ungopmayueii: «MaMa, KiHb MHE Ha TOT HOMEp JCHET, TIOTOM BCE OOBSICHION,
«Barra kaprta 3a0J0KupoBaHa MOJAPOOHOCTH MO TEIN..», «C BAIIETrO CYeTa CIHUCAHO
5000 pyOneit, TogpoOHOCTH MO TEN...».



8) Comoeuvtii menegpon u eaute oovaenenue ¢ cemu Hnmepnem (cait
AvVit0) uCmonb3yeTcss MOIICHHUKOM JJIs TOJYYCeHHs OT Bac JAHHBIX KapThl U
MPUBSI3KU KapThl K MOOUIIEHOMY Teie(hOHY MOIIEHHUKA:

-« Mo BamieMy OOBSBJICHHIO Ha Avito (0 mpojaxke, 0 caade B apeH.y),
coOoOIMTE MHE JaHHBIE C Balleil KapThl M KOJ Ha OOpaTHOW CTOpPOHE S BaMm
OTHPABIIIO JE€HBIU...»;

- «1 XO4y OTMPABHUTh JEHHI'M BaM Ha KapTy 3a ToBap Ha Avito, mpemorary
3a apeHly, y Bac KapTa NpuBs3aHa K MOOWJIbHOMY OaHKy, €ClId HET, UAUTE K
OaHKOMATY s BaC MPOMHCTPYKTHPYIO KaK MOJKITIOYUTH MOOUIIBLHBIN OaHK.

[Ipu momydeHun cooOIIeHHS HE HY)XHO TMEpPEe3BAaHUBATH Ha YKa3aHHBIC
HOMepa. MOIIEeHHUKM MOTYT TOTpeOoBaTh TNEpelarb JIEHbIU  Kypbepy,
NEPEUUCIUTh UX Ha KapTy, HOMEp MOOUIILHOTO TejedoHa, MOMbITAIOTCS MOJIYYHUTh
OT Bac cBejieHMs 0 Bariieit 6aHKOBCKOM KapTe, NPeAJIoKUTh MPOUTH K OaHKOMATy U
COBEpIINTh Kakue-IuM0o omepauuu y OaHKOMaTa, MOMPOCAT COOOUIUTH KOMbI
KOTOpbIE MpUXoAsT K BaM Ha TenedoH.

B ciydae mnomydyeHHs BXOZSIIETO 3BOHKA HEOOXOIMMO MPEKPATUTH
pasroBop, Jaxe eciu COOECeIHHUK BCENSIET YBEPEHHOCTh B CBOEH MPaBIUBOCTH.
MortieHHUKH 0071a1al0T TICHXOJIOTUYECKUMU TIPHEMaMy BBEACHUS B 320y KICHHE,
aubo0 00smanarT uHGoOpMAIMEe O MOTEPHEBIIEM U €ro OJM3KUX. AHaJTOTHUYHbBIC
Cllydad MOIICHHMYECTBA BCTpPEUAIOTCS M B ceTW VHTEpHET, HO COOOIIeHHEe O
MIOMOIIHM TIepPEeNaeTcsl MOCPEACTBOM COOOLICHUS B COIMANIBHON CETH C JIOXKHOMN
CTPaHUIIbI POJICTBEHHHKA.

[Ipy comMHEeHMM B TMPaBIMWBOCTU MOIYYEHHOM HWH(POPMALMH CIIETYET
NEPE3BOHUTH OJM3KUM OT UMEHHU KOO MPUIIIO COOOIIEHUE, IO3BOHUTH B OaHK IO
yKa3aHHOMY Ha KapTte, Ju00 B J0rOBOpe TenedoHy, MOCeTUTh Onrkaiiiiee
otaeneHne 6aHka. baHk HUKOra He 3alpaluBaeT Mo Tese(oHy CBEIEHUs O KapTe
KJIMEHTA: ee HoMep, Koj Ha oOpatHoi ctopone, ®.M.O. Branenbplia KapThl U CPOK
e€ aeiicTBusl, a TeM Oojee nMuH-KOA. Ecian coO0eceAHUK MbITaeTCs MOIYYUTh OT Bac
Takylo HH(popMaImio, 100 MPOCUT COOOIUTH KOABI, KOTOPhIE MPHUILTH Ha Bam
TenedoH OT OaHKa, PEKpaTUTE C HUM Pa3roBOp.

['paxknanaM, UMEIOIIUM MPECTAPENBIX POACTBEHHUKOB, COCECH, 3HAKOMBIX,
HEOOXOJMMO Pa3bsCHUTh UM, KaKhe CIIOCOOBI MOIIEHHUYECTBA CYHIECTBYIOT, KaK
BECTHU c€0s PU MOJYUYEHUU 3BOHKOB U COOOIIEHUI MOLIEHHUYECKOTO XapaKTepa, a
UMEHHO HE BECTH JUAJIOTH C MOIIEHHUKAMH, IPEKPATUTh Pa3roBOP M MO3BOHHUTH
pOJICTBEHHHKAM. EciM MOXWIONW 4YeloBEeK MOJy4yaeT MEHCHI0 Ha OaHKOBCKYIO
KapTy, TO MPEAJIOKUTE CBOIO TIOMOIIb B CHATUH C KapThI JEHEKHBIX CPEICTB, JTHO0
MPEIOKUTE POACTBEHHUKY mepenath kapty Bam. Bo mHormx ciywasx B Xxoje
OOIIEHUsST C TpecTapeiblMU JIIOJbMHU COOOIIHUKM MOILIEHHUKOB HAXOIATCA B
paiioHe MpOXUBAaHUS MOXKUJIOTO YelIOBeKa, JuOO y ero jaoma, moxwesna. Ilpu
MOJyYEHUU MOILIEHHUYECKOTO0 3BOHKAa HEOOXOJUMO HEMEIJIEHHO COOOIIUTH O
JAaHHOM (paKTe B TIOJIUIIMIO.

Ecnu npu MoieHHHYECTBE, B X0/1€ TesIe()OHHOTO pa3roBopa NpecTyImHUKOM
ObL1a TosrydeHa uHpopmarys 0 6aHKOBCKOW KapTe, TO HEOOXOAMMO MO3BOHUTH TI0
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TeneoHy ykazaHHOMY Ha KapTe W 3a0JIOKMpoBaTh KapTy. B JeHb coBepiieHus
MOIIIEHHUYECTBA HEOOXOIUMO OOpaTUThCAd B OaHK C 3asBICHHEM O BO3Bpare
JICHS)KHBIX CPEJCTB Ha KapTy, TaK Kak OaHK 0053aH BO3BpPaTUTH JICHEKHBIC
CpE/ICTBA, €CJIU orepalius ObljIa OCIIOpeHa BaJeIbIIeM KapThl B ICHb ONEpaIlUH.

JIns  mpenoTBpailleHWs]  MOIICHHHYECTB  TakKXK€  PEKOMEHJIyeM  He
pacnpocTpaHsiTh B ceTH VHTEpHET cBemeHHsS O MOOMJIBHBIX HOMEpPaxX C WX
MPUBS3KOM K aHKCTHBIM JIAaHHBIM, HE YKa3blBaTh MOOWIBHBIE HOMEpa Ha
COIMAJIBHBIX CTPAHUIIAX, B TTOIABAEMBIX B CETH OOBSIBICHUSIX HE YKA3bIBATh PSAIOM
c HoMepoM cotoBoro Tenedona Mms n dammmio, aapec KATETLCTBA U APYTYIO
mnuHyto uHpopManuioo. He wucmonp3oBaTh B cetu MHTEpHET HOMEpa CBOMX
MOOWIIBHBIX TeNe()OHOB, K KOTOPHIM NPUBSI3aHBI OAHKOBCKHE KapThl M HOMEpa
MOOMJIBHBIX TeNe(OHOB, KOTOPBIE HCIOIB3YIOTCA a1 paboThl B «MoOUIBHOM
OaHKey.

[locnennee BpeMsi TMOJydYalOT PACIPOCTPAHEHHE  MOUICHHUYECTBA,
COBEPIIICHHBIE B OTHOIIIEHUU TOJIb30BaTeNel ceTu MHTepHeT mpojaroiiux TOBAPHI
Ha caiitax OecruiaTHBIX 0O0BsiBiIeHHWH. [IpojaBily MmocTymaer 3BOHOK SIKOOBI OT
nokynarens. MOIIEHHUK T1OJ] BHJAOM TIOKymaTels COOOIIaeT, 4YTO >KellaeT
IpUOOPECTH TOBap, HO MPOXKMBAET B APYrOM TOpOjE€ W TpeajiaracT OIUIaTUTh
TOBAp MyTEM MEePEUNCIICHAS ICHS)KHBIX CPEACTB Ha KapTy mpoaaBma. Jis aToro o
IIPOCHUT TPOJIaBIIa Ha3BaTh HOMEP KapThl, BJAACNIbIIa KApThl, CPOK IECHCTBHS KaPTHI,
KOJl Ha 00paTHOI CTOPOHE, a TaK K€ COTOBBI HOMED, NPUBSI3AHHBIN K KapTe, JIU00
10 YMOJTYAHHUIO UCIOJIb3yeT HOMED, YKa3aHHBIN B 00bsaBICHUH. [locie momydeHus
ATUX CBEJCHUN MOIIEHHUK WCIOJIb3yeT JaHHBIC O KapTe JIs OIUIaThl MOKYIIOK B
cetu UntepHer. [Ipyroi BapuaHt, Korja Ha TeiaedOH MpoJiaBla MOCTYNAalOT KOJIbI
oT 0aHKa ¥ MOIIEHHUK MPOCUT COOOIIAaTh UX SKOOBI JJI MMepeBoja JCHET, B 3TOT
MOMEHT MOIICHHUK TMOJKI0YaeT K TelaepoHy MOTEpIHEBIIEro, JU00 K CBOEMY
tenedony ycinyry «MoOuabHBIH OaHK» W TOXMINACT JEHBI'M C KapThl. TpeTuit
BapUaAHT, KOTJIa MOIICHHHUK, BBICTYMAIONINI B POJM «IOKYIATEs» Mpesiaraet
MPOJaBIly TPOWUTH K OaHKOMATy M, SIKOOBI TPOU3BEIS HEKOTOpHIE OIepalu,
MOJIYYUTh JIEHBI'H, B TPEX YKA3aHHBIX CIy4yasX MOIICHHUK IMOXMINACT JCHEKHBIC
CpeIICTBa MPO/IaBIIa.

2) Comoegvlit meneghon ucnonvzyemcsa MOWEHHUKAMU 011 hepeoayu
CMC coobowenun, coodowenuit uepez meccenoxycepvl Viber, WhatsApp c
6pe00HOCHOIl UHhopmanueil.

Tunel cooOmieHm: «3aech HamuU ¢ To0oi (oto http:\\...», «Bamr akakyHT,
ctpanunia «BKoHTakTe» B3j0MaHbl, npoiauTe peructpainuio http:\\...», «BbI
BBIMTPAJIA aBTOMOOMIIb, o ipoOoHOocTH http:\\...”

HoBplii THIT COOOIICHUH ¢ BPEIOHOCHOM CCHIIIKOM:

«I TO BameMmy OOBSBICHUIO, COTJIACHBI JIM Bbl Ha OOMEH Ha 3TO
http:\\foto3.inc...»

HpI/I IMMOJIYYCHUHN OAHHOT'O COO6HICHI/I${ OTKaXHUTCCh OT IMPOXOXKACHHA IIO
YKaSaHHOﬁ CCBIJIKC W aKTHBAIMU IIOJTYYCHHBIX CCBIIOK. IIo BO3MOXHOCTHU
IIPOBCPLTC CCTh JIM B CCTU I/IHTepHeT B ITIOMCKOBBIX CHCTCMAaX CBCACHUA O JaHHBIX



CChUIKAX M BO3MOXHBIX MolleHHHYecTBaX. CooOluTe MOJIb30BaTENSIM CETH
WHTepHET, 4TO JaHHAsl CChUIKA MOUIEHHUYECKas. Y IajJuTe YKa3aHHOE COOOIEeHUE,
ecJii yOeXXJIeHbI, UTO OHO HEe HaHecso Bpea Bamemy ycTpoicTBy.

BpenoHocHble ~ mporpaMMbl  CO3JAKOTCSI W YCOBEPUIEHCTBYIOTCS
MOIIIEHHUKAMU PETYIISIPHO, U TIpHU paboTe ¢ TenedoHoM Bbl MOKeTe CTONKHYTHCS C
BUJIOM BpPEIOHOCHBIX MpPOrpaMM, KOTOphle He TpeOyroT Bareil akTUBHOCTH U
CaMOCTOSITEIFHO MOTYT OBITh 3arpykeHbl Ha Barie MoOuIbHOE YCTPOHCTBO Yepes
YSI3BUMOCTH OIEPAIMOHHON CHCTEMBI.

B ciydae 3apakxeHus: MOOMJIBHOTO YCTPOMCTBA PEKOMEHIYEM OIPEAECIHUTh
yrpo3bl M TOCIEACTBHS TMOJy4€HHs JOCTyNa Xakepa K Bamemy MoOmIbHOMY
YCTPOUCTBY.

[IpuzHakamMu  3apakeHHsi MOOWJIBHOTO  yCTPOMCTBa  MOTYT  OBIThH
OJIOKUpOBAaHUE OINEPAIMOHHOW CHUCTeMbl, OsokupoBaHue Bxogsumx CMC
COOOILIEHUI,  OTNpaBKa  HCKYCCTBEHHO  CI€HEPHUPOBAHHBIX  MOOMJIBHBIM
YCTPOMUCTBOM  COOOIIEHHMM. 3apa’kKeHHbIH MOOWJIBHBIA  TelnepoH  Cleayer
HEMEIJIEHHO BBIKIIOUNTh. CHM-KapTy NEpPEeBBITYCTUTh Yy OIeparopa, a TeiaepoH
COXPAaHUTh JI1 MOCHEAYIOLIEr0 HU3yYeHHUs MNOJuIuel, ecau ObUIO COBEPIIECHO
MOILIEHHUYECTBO, MO0 NepeaaTh B CEPBUCHBIN LIEHTP, €CIU ACHBIU MOXUIICHBI HE
OBLIH.

Ecnu k 1aHHOMYy MOOMJIBHOMY YCTPOMCTBY INpHBsi3aHa OaHKOBCKas Kapra,
OaHKOBCKHE YCIyTH Takue Kak «MoOuibHbIN 0aHky», «Onnaitn banky», « HTepHeT-
0aHK», TO HEOOXOJMMO CPOYHO CBS3aThCS C OAHKOM, 3a0JIOKMPOBATh KapTy H
IPUOCTAHOBUTH OOCITy>)KMBaHUE O cueraM. Eciu ¢ momompto TenedoHa 3TO He
yAaeTcs clefliaTb, TO HEOOXOAMMO OOpaTUThCs B Onmkaiiiiee OoTAcieHUE OaHKa.
Ecin MoOOWIBHOE YCTPOMCTBO HCIOJIB3YeTCS JUIsl JAOCTyNa K CTpaHHLlaM B
COLIMAJIBHBIX CETSAX, TO HEOOXOAMMO C JAPYroro ycTpoilcTBa juOO KOMIIbIOTEpA
BBIMTH B COLIMAJIBHYIO CETh U CMEHUTH MPUBS3aHHBIN HOMED Tele(oHa.

3apa)keHHOE MOOWJIBHOE YCTPOMCTBO TaK K€ SBJISETCS HCTOYHUKOM
pacnpocTpaHeHHUs] BPEIOHOCHOM MH(pOpMAIMM MO KOHTAaKTaM, COJEp)KalUMCs B
tenedone. g  NpeAoTBpallleHuss  PacChbUIKM  HEOOXOJUMO  YBEOMMTH
MaKCHMaJbHOE KOJMYECTBO 3HAKOMBIX O Bameil npobieme M 0 BO3MOXHO
NpUXOAAIIMX OT Bamero uMeHn BpeZJOHOCHBIX COOOLIEHUSX.

B cnyuae ecnu ¢ Bamero TenedoHa uiaum OaHKOBCKOW KapThl MOXWUTUIIN
JIEHEXHBIE CPEJICTBA HEOOXOJIUMO B J€Hb COBEPIICHHUS XUIIEHUS OOpaTUTHCS B
0aHK Cc TpeOOBaHUEM BEPHYTH ACHEXKHBIE CPENCTBa, 3a0JOKMPOBATh Ball CYET,
3aMpeTUTh NEPEBOJ JACHEXKHBIX CPEACTB C Balllero cyeTa Ha JpYyrue cuera,
IPUOCTAHOBUTH OOCITY’)KMBAaHHWE CYETOB Ha KOTOpbIE ObUIM IMEPEUYHUCIICHbl Ballld
JeHexxHble cpeacTna. [locne momyueHus: orBeta OT OaHKa, C BBIMHCKOW MO CYETY
00paTUTHCS B TTOTHITUIO.

OpHuM U3 pacipOCTPaHEHHBIX MOOUIIBHBIX MOIIIEHHUYECTB TaKXKe SIBIIAETCS
UCIIOJIb30BaHUE AyOIMKaTa CUM-KapThl JIsl JOCTYyNa K CUCTEMaM JAUCTaHLMOHHOTO
yrpaByieHus: 0aHKOBCKUM cdeToM. [Ipu3HakoMm ucnonb3oBaHus ayOnukara Bamei
CUM-KapThl SIBISETCS OJIOKMPOBAHME JOCTYyNa MOOWIBHOHN cBs3U. B 3ToM ciyuae
HEOOXOJMMO CPOYHO OOpaTUTHCS K MOOMJIBHOMY OIEpPaTopy M MEPEBHITYCTUTH



cuM-kapTy. B ciydae mnoarBepxkaeHHs MOOWJIBHBIM — omepaTtopoM  (akra
HECAaHKIIMOHUPOBAHHON 3aMeHbl Baiell cuM-kapTbl HE0OXOJUMO HaIucaTh
MPETEH3UIO0 B COTOBYIO KOMITAHUIO U OOPATUTHCS B TIOJUIIHUIO.

MokHO H30exKaTh Y4YaCTH JKEPTBbI [JAaHHBIX MOIICHHHYECTB, €CJIH
CJIe0BATH CJIACAYIOUIUM PEeKOMEHIALUAM:

- Jlns paboTel ¢ OAHKOBCKUMH KapTaMu, cucTteMamu «MoOWIbHBIN OaHK»,
«bank-onnaitn», «HTEepHET-0aHK» M Jp. HCMOIB30BaTh OTAEIBHOE MOOMIBHOE
YCTPOWCTBO, HE NPEAHA3HAYECHHOE JUIsI Pa3rOBOPOB M PA3BICYCHHUS] B CETHU
WNHurepHerT;

- He yka3piBaTh HOMEpa MOOMIIBHBIX YCTPOUCTB, UCTIOIB3YEMbIX JIJIsI pAaOOTHI
c OAHKOBCKMMH KapTaMH M JUCTAHIMOHHOIO YNPAaBJICHUS OAHKOBCKUM CYETOM,
KaK KOHTAaKTHBIX B ceTU VHTepHET, B 00BABICHUAX U HA CTPAHUIAX COLMAIBHBIX
CETeH;

- IIpuoOpectu M yCcTaHOBUTh Ha MOOWJIBHOE YCTPOMCTBO JIMIIEH3MOHHOE
aHTUBHPYCHOE IPOrpaMMHOE oOecrieyeHre U3 O(pUuLraIbHbIX HCTOUHUKOB;

- Ykazarh B J0roBope ¢ 0OaHKOM, JIMOO B MHOM (opMe coriacoBarh C
OaHKOM, UTO ynpaBjieHUE OaHKOBCKUM CUETOM U MPOBEACHUE OIEpaluii o KapTe
MO>KET OCYILIECTBIIATHCS TOJIBKO C OJTHOIO MOOMIIBHOTO ycTpoicTBa ¢ ogHuM IMEI,
OTPAaHUYUTH KPYyT ONEpPALUM, YCTAHOBUTH JIMMUT, KOTOPBIM MOXHO IEPEBOJUTH C
MTOMOII[BI0O MOOUJIBHOTO YCTPOMCTBA;

- 3anpeTUTh MEPEBOJ] BCEr0 00beMa JIEHEKHBIX CPEICTB C KapThl, CUETA.

2. MounieHHHYecTBA, coBepuiaeMbie B cetu MHTEepHET M ¢ NMOMOILIO
cetu UntepHer:

a) Mowennuuecmea npu npooarxce moeapoé 6 cemu Humepuem no
npeoonname (pacupoCTpaHEHHBIC BHUIBI: Ipojaxka Iphone, mmdpoBoii, ObITOBON
TEXHHUKH, OJICK/IbI, 00YBU, aBTOMOOMJICH, aBTO3aIT4acTei);

0) Iloayuenue om unmepHem Mmaza3una, npooasua moeapa, He
COOMEEN CMaEYIou|e20 3a161eHHOMY.

Pa3BuTHe NaHHBIX BUJOB MOIICHHUYECTBA OOYCIOBJIEHO YEIOBEUYECKUMU
dbakTopamMu, TaKUMH, KaK JKEJIaHHWE COKOHOMUTh, OTCYTCTBUE  OJIU3KO
PACIIOJIOKEHHBIX Mara3uHoOB ¢ TAKUM TOBApOM, TIOJIHOE€ OTCYTCTBUE MPEJIOKECHUIM
Ha pblHKE. OCHOBHBIMH MPUOOPETAEMBIMU TOBAapaMU SBJISIIOTCS MPEIMETHI
pockolu: jaoporas nudpoBasi TEXHUKA, aBTOMOOWIM, IIyObl, OPEHIOBBIC BEIIIH.
HckitoueHbl OJHOCTBIO (aKThl IPUOOPETEHHS] TOBAPOB MEPBOM HEOOXOAUMOCTH.
JKenanve CAKOHOMUTH MPUBOAUT 3a4ACTYIO0 K MOTEPE BCEX JIEHEKHBIX CPEACTB, B
CBS3M C 4YeM, IMepBas M OCHOBHAs PEKOMEHJAIWsA - MPUOOpETaTh BEIIM 3a HX
peanIbHyI0 CTOMMOCTh M HE UCKaTh npeioxenuil ¢ 30-50% BbIro0#, Tak Kak 3TO
MPOTUBOPEYHT B IE€JIOM MPHUHIIUIIAM PHIHKA, JIUOO MPUCTAHHBIA TOBAp OKAKETCS
MOJIJICTIKOM, HEUCTIPABHBIM, JTMO0 HE yTOBICTBOPSIONINM 3alIpOCaM IMOKYIaTeIsl.



HC CTOUT HpI/I06p€TaTB TOBapBI B I/IHTCpHeT-MaFaSI/IHaX HOBI/IHI/IOHI/Ipy}OHII/IX
ce0sl KaKk pOCCUCKUEe, HO UMEIOIIUE CalThl B IOMEHHBIX 30HaX com .org .biz .net
.info .tv .mobi.

Oco0oe BHUMaHuE cleayeT YAEIUTh OT3bIBaM B ceTU MIHTEpHET K JTaHHOMY
WHTEpHET-Marasuny, npojasiy. [IpoBepuTh korma ObuT CO3aH MarasuH, CauT.
Coznan 11 oH rog u Oonee Hazad. Eciam cailT cymiecTByeT MEHbIIE Mecsia, TO
CTOUT OTKAa3aTbCA OT MOKYNKH. MOXKHO TPOBEPUTHh HAIW4YME Ooduca y IaHHOTO
Mara3uHa, YJIOCTOBEpUTbCS B ceTh MHTEpHET, YTO TakoW JOM CYIIECTBYET,
MIOCMOTPETH €T0 Ha KapTe, GoTo-CHUMKaxX, maHopamax Suaekc, 'yra. Yoemutncs,
YTO Ha JIOME €CTh BBIBECKA Mara3uHa, JJMOO MMEIOTCS OoQpuCHbIE momereHus. Ha
CHUMKaX TaKk€ MOXXHO y3HaTh Ha3BaHUs, Tele(OHbI OJIM3KO PaCIHOJIOKEHHBIX
OpraHu3alMii, TMO3BOHUTP HUM M BBIACHUTH JIOCTOBEPHOCTh HH(popmauuu. B
MHTEPHET-CIIPAaBOYHUKAX HalTH TenedoHbl aAMHHHUCTpaTOopa O(PUCHOrO LEHTpA,
pecenieHa, yOeIWTbCA, YTO TAaKOW MarasuH WIM  WHIAWBUIYaJbHBIN
IPEANPUHUMATEND CYIIECTBYIOT U OCYILECTBISIIOT CBOIO JIEATEIBHOCTh B JJAHHOM
3nanuu. [lonydyeHHyro nmHpOpMaLMIO cleAyeT HCMNOIb30BaTh MPU OOUICHUH 10
TeneoHy C COTpyAHMKaMu MarazuHa. Ecim MarasuH WM npojaBen
OTKa3bIBAIOTCSI 3BOHUTH MO TeJIe(POHY M MpEAaraloT JApyrue crnocoObl oOUIeHus,
takue kak Viber, Skype, WhatsApp u apyrue, 1100 mara3us tenedoHa HE UMEET,
CIelyeT OTKa3aTbCsi OT NOKyNkKU. B xonme oOmieHus mo TenedoHy MOKHO
COOOIINTB, YTO HAXOJIUTECh B FOPOJIE€ NMPOAABLA, Mara3uHa 1 MpeaioKUTe 3a0paTh
TOBap CaMOBBIBO30OM M OIIATUTh HAIMYHBIMU B oduce. B ciydae KaTeropuuHOTO
OTKa3a CIeAyeT OTKA3aThCs OT MOKYIKH.

[Ipu npuoOpeTeHUH JOpPOroCTOSIIMX Bellel, TaKUX Kak aBTOMOOWIIb,
JOpOKHasi TEXHUKA, CTPOUTEIbHBIE MATEPUAIIbl, PEKOMEHYEM IOTPATUTh JIEHBIU
Ha JJIOpOTy A0 ropoja NpoAaBla U yAOCTOBEPUTHCS B HAIMYMM NPOJABLA U TOBApa.
JInbo HaliTu B TroOpoJe MpoJaBlia 3HAKOMBIX M IONPOCUTHh HMX HPOBEPUTH
JIOCTOBEPHOCTh TIpeIoKeHUs: B cetu MHTepHeT. Ecim ke Takoll BO3MOXKHOCTH
HET, TO OIUIaTUTh YCIYT'M IOPUCTA, COTPYAHHKA aBTO(UPMBI, 3aHUMArOIIEHCS B
ropoJie NpoJaBla NPOJAXKEH M CKYIKOW aBTO M 3a CHMBOJMYECKYIO IUIATY
MPEMIOKUTh EMY BCTPETUTHCS C MPOJIABLIOM U OCMOTPETh aBTO U JOKYMEHTBI. DTO
KacaeTcsl U MpUoOpeTeHusl CTpOoMMaTepuaioB U MeTajuia — oOpaTUTECh K yCIyram
opucta B Topone npoxaaBua. JlroOwble mnpucnanueie Bam mno MuaTephery
¢doTorpaduu, CkaHbl JOKYMEHTOB M aBTOMOOWJISI MOUIEHHUKH C JIETKOCTBIO
MOJ1JIETBIBALOT.

B nacrosiiee Bpemsi 60JIbIIMHCTBO UHTEPHET MarasuHoB paboTtato mo 100 %
npenomiaTe, Ipu COONIOCHUN YKa3aHHBIX PEKOMEHIAIMl MOXXHO COBEPLIUTH
YIAYHYIO TOKYTIKY.

HacrosiTenbHO pEKOMEHAYEM HE OCYIIECTBISATH «CJEMbIE» TMOKYIKU B
COLIMAJIBHBIX CETAX. AJAMUHUCTPALMS COLMAIbHBIX CETEH HMCKIIOYWIA Pa3Ieibl
OOBSIBJICHUI C CaWTOB M HE HECET OTBETCTBEHHOCTh 3@ COBEpIIAEMBIE C
VCIIOJIb30BAaHUEM CETH IEWCTBHUS MOJIb30BATEIEH.



B cnydyae HeoOXoaumocTH MPUOOpPECTH TOBAp YEpe3 COLMAIBbHYIO CETh
HEO0OXOJAMMO THIATENBHO MPOBEPUTH MPOAABIA, 00A3ATENBHO CBSI3aThCSl C HUM IO
TeneoHy, pacchpoCUTh MOAPOOHOCTH O TOBape, MHoTpedoBath (ororpaduu
TOBapa B JIETalsAX, MPEUIOKUTH OTIPABUTH TOBAP KYyPbEPCKOW Ciy)kO0W u
HAJOXKEHHBIM  IJIATEKOM, OOrOBOPUTH BO3MOXXHOCTH  BO3Bpara  TOBapa,
BO3MOKHOCTh CAMOBBIBO3a.

[IpoBepUTh OT3BIBBI U OCTABJICHHBIE KOMMEHTAPUU B IPYMIIE U HA CTPAHULIE
npoaasia. Eciu HEeCKOIbKO MOIb30BaTeNIel CETH pa3MEeIIaloT CIUIONIb XBaleOHbIE
OT3bIBbI U PEKOMEHJIAIIUH, TO CTOUT MPOCMOTPETh CTPAHUIIBI ATUX MOJIb30BaATENEH,
HE SIBJISIIOTCS JIM OHM «(PEHKOBBIMW», €CTh JIM Y HHUX Ha CTpPaHUIAX JIMYHBIC
dororpaduu, OombiIoe KoauuecTBO aApy3eil. JlanHyio wuHDOpMaIHMIO MOXKHO
NPOCMOTPETh M Ha cTpaHulle npogaBua. CTpaHuila NpojaBla JOJDKHA OBITh
aKTUBHOW, Ha HEW pEryIspHO JOJDKHBI pa3Meliatbes Ju4yHble ¢doTorpadumu,
OOHOBJISITHCSA ATBOOMBI, TOJDKHBI OBITh CBEJACHHUS O MeCTe y4eObl U paldoThl, a B
JPY3bsiX JOJKHBI OBITh <«OKHBBIE» M aKTUBHBIC MOJIb30BaTEIU. MOXKHO YTOUYHUTD,
r7Ie HAXOAMUTCS TPOJAaBell, B KaKOM TOPOJe, MPEAJIOKUTh 3a0paTh TOBap SIKOOBI
BalllUM 3HAKOMbBIM, HAXOJSAIIMMCS B JaHHOM TOPOJIE U OILEHUTh PEAKIUIO
npoaasua. Eciu B cetu Bl oOliaeTech ¢ Mara3uHoM, TO MOTPEOYyHTE COOOLIUTH
cailT mMarazuHa B cetu HWHTepHeT, ropuanueckuil u (axtuyeckuid anpec. Ilpu
J1000M COMHEHUHU OTKAKUTECh OT mpuoOpereHus toBapa co 100% mnpenomnnartoi
Yyepe3 COLMAIbHYIO CETb.

[Iupokoe pacnpocTpaHeHue B ceTH HHTEpHET Takke MNpUoOpPETaroT
MOIIIEHHUYECTBA C IIPUBJIEYEHUEM CPEACTB MOJIB30BATENEH I UX TPUYMHOXKEHUS
B ()MHAHCOBBIX MUPAMUIAX, KOOIMEpaTUBaX, MUKPO(DUHAHCOBBIX OpPTaHU3AIUSIX,
Oupxkax, OyKMEKEpCKHMX  KOHTOpaX,  pBIHKaX  JJCKTPOHHBIX  BAJIOT.
[IpaBOOXpaHUTENBHBIE OPTraHbl HACTOATEIIBHO PEKOMEHAYIOT HE BCTYyNaTh B KaKue-
JM00 OTHOIIEHHUS C TAaKUMH OPTaHU3AIMsAMHU W JIMIAMH, TpEeAaralonuMu TaKue
YCIIYTY, TaK KAaK MHOTME€ KOMIIAHMU W HMHTEPHET CAalThl JAHHBIX KOMIAHUUN
HAXOJATCA 32 PyOe)oM, OpraHu3aliK paboTa0T MO 3aKOHAM JIPYTUX TOCY/IapCTB,
7100 M3HAYaIBbHO MOIICHHUYECKUE, U BEPHYTh 3aTPAauyeHHbIC HA JAHHBIC MPOCKTHI
JI€HbI'Y MMPAKTUYECKU HEBO3MOKHO.

8) Caiimul «<no00enKu», @ MakK y3ce UUIUH208ble Callmbl.

JlaHHBIN BUJT MOIIIEHHUYECTBA MPEJIOjaraeT, 4To KepTBa MOCUUTAET CAUT
3HAKOMBIM M MPUOOpPETET Ha HEM TOBap, YCIYTry, JUOO YKaXXeT JaHHbIE CBOEH
OAHKOBCKOMW KapThl.

EanHcTBEHHON pexoMeHAael MOKET ObITh POSIBICHHE BHUMATEIbHOCTH.
Heo6xonumo oOpatuTh BHUMAaHHE Ha aJIpECHYIO CTPOKY caiiTa, Ha3BaHUE caiTa,
€CTh JIM Kakue-Tu0o J00aBOYHBIE CMMBOJIBI WJIM Ha3BaHUSA B aJPECHON CTPOKE,
PACIIOJIOKEH JIM CalT B JTOMEHHOUW 30HE «ru». CKOnmMpoBaTh Ha3BaHUE cCalTa U3
aIPECHON CTPOKHU U MPOBEPUTH B IIOUCKOBOW cucteme. He cTouT noBepsTh catam,
MMEIOIIMM B Ha3BaHUU 3HAKOMBIE CIIOBA, HO PACIOJIOKEHHbIE B JIOMEHHBIX 30HAX
.com .org .biz .net .info .tv .mobi 1 gpyrux He CBA3aHHBIX C POCCUUCKUM MHTEPHET
MPOCTPAHCTBOM.



HeonHokpaTHO mpoBEphTE CalThl B pas3feiax KOTOPBIX, IUIAHUPYETE
yKa3aThb JaHHbIE O CBOEH OaHKOBCKOW KapTe, MO JaTe Co3JaHus caiTa, Mo
teneoHaM yKazaHHBIM Ha caiTe, MO OT3bIBaM B ceTu HTepHer, ciemyer
YTOUHHUTh HET JIM CaliTa B pa3audHbIX Ojiek jucrax cetu MHtepHer. [lomHwuTeE,
MOIIIEHHUKY JOCTaTOYHO HOMEpa KapThl M KojJa Ha OOpaTHOW CTOpPOHE KapThl
(CVV xopa, coctosuuii u3 4eTbipex MUQp) A MOKYNOK U OIUIATHI YCIYT B CETH
Wurtepner. [pyrue naHHble, TO, KaK CPOK JIEUCTBHUS KapThl, OH MOKET MOJ00paTh,
a UM 1 (paMmIMio BiIafebIla Y3HaTh OT Bac b0 u3 ceTu VMHTEepHeT ¢ Bammx
JIMYHBIX CTPAHUII.

Ecnu BBI cTanu xepTBOM TAKOTO CaWTa M 3aMETHIIHA 3TO MOCJIE MPOBEICHUS
orepaliy, TOKYMNKH, 3a0JO0KUpyHTe KapTy u oOpartutech B OaHK B JICHb
MIPOBEICHUS OTIepalvu i1 €€ OTMEHBI U BO3BpaTe JECHEKHBIX CPEJICTB.

[Ipu nmokymke aBua, )KEJIE3HOJOPOKHBIX OMIIETOB HE HIIUTE OYCHB JICIICBHIC
OwJieThl Ha COMHMTENBHBIX CalTax, TeM 0o0Jiee PACIOJOKEHHBIX B JIOMEHHBIX
30Hax .com .org .biz .net .info .tv .mobi . JlocTymHbIe m0 1IeHE OMIIETHI JKeTaTeIbHO
npuoOpeTaTh Ha O(PUIIMAIBHBIX CATaX KOMITAHUW-TIEPEBO3UYNKOB.

I'Y MBJI Poccun nmo BoJarorpaackoi odsactu



